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Abstract:

This study examines how artificial intelligence (AI) and digital transformation reshape
consumer privacy concerns, focusing on the heightened risks posed by deepfake
technology. Digital transformation refers to integrating digital technologies into
all business areas, fundamentally changing how organizations operate and deliver
customer value. It is driven by AI's ability to enable real-time decision-making,
personalization, and operational efficiency, making it a cornerstone of modern business
strategy. While Al enhances personalization, operational agility, and real-time decision-
making, it also introduces complex privacy and security challenges. Deepfakes—AlI-
generated manipulations of media—intensify these risks, undermining consumer
privacy protection and creating a threat to digital transformation. This research
aims to understand the privacy paradox in the context of Al and deepfake exposure,
explore the associated organizational challenges, and propose actionable strategies
for mitigation. Through an experimental approach, we assess the impact of deepfake
exposure on consumer privacy concerns. Our findings indicate that participants often
cannot recognize a deepfake as fake. Moreover, genuine videos are frequently perceived
as fake. Therefore, it is essential to identify Al practices to mitigate deepfake threats
and safeguard businesses and consumers. We contribute to the literature by extending
the concept of the privacy paradox within Al-driven environments and broadening the
dynamic capabilities framework to include privacy as a core organizational competency.
We propose an innovative Dynamic privacy strategy (DPS) framework to address these
challenges, transforming privacy management as a strategic capability rather than a
regulatory requirement. We also offer a practical model for organizations navigating the
complexities of Al innovation and digital transformation.
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1. Introduction:

Artificial intelligence (AI) has led to the digital transformation of businesses, reshaping
operations and organizational structures to foster a competitive advantage. Digital
transformation refers to the systematic adoption of digital technologies that enable
businesses to improve processes, create new value propositions, and enhance customer
experiences. Al is the primary driver of this transformation, unlocking unprecedented
opportunities for innovation and efficiency. For example, Amazon leverages Al to
personalize customer recommendations and optimize its e-commerce experience,
leading to revenue growth (Campbell et al., 2020). Similarly, in the manufacturing sector,
companies such as Bosch employ Al-driven predictive maintenance systems to monitor
machinery health, prevent downtime, manifesting increasing reliability (Brochado et
al, 2023). Al also enables businesses to transition from traditional hierarchical models
to agile, data-driven structures that support real-time decision-making and cross-
functional collaboration. JPMorgan Chase uses Al in its fraud detection systems,
strengthening customer trust and reinforcing its competitive positioning (Kumari et al.,
2021).

These advancements enable businesses to respond quickly to market demands, securing
a sustainable edge over competition (Campbell et al., 2020; Brochado et al., 2023; Kumari
et al, 2021; Aldoseri et al, 2024). Despite these advancements, the emergence of
deepfake technology has created significant challenges for consumer trust and digital
transformation. Addressing this issue requires robust organizational strategies and
research-driven solutions. Businesses use a data-mining initiative that leverages Al and
natural language processing (NLP) to extract novel insights from historical research,
fostering innovation (Palzer, 2022). Companies adopting Al for new product development
(NPD) report tangible payoffs of up to 50% and reductions in development times by 35%
(Jyoti & Riley, 2022). This wave of Al-driven digital transformation is at the heart of the
fourth industrial revolution—Industry 4.0—where digital technologies connect broader
business ecosystems, cross-functional collaboration, and agility (Porfirio et al, 2024;
Rathore, 2023).

However, despite its potential, Al also presents significant challenges, particularly
concerning privacy risks (Leso et al, 2024; Oliveira et al, 2024). One of the most
pressing risks associated with Al advancement is deepfake technology (Vecchietti et
al, 2025). Deepfake technology, which uses Al to create realistic fake images, videos,
and audio, is rapidly advancing and raising ethical concerns in criminal and corporate
sectors. In the employment sector, deepfakes can harm individuals' reputations by
creating compromising images or videos, which impact hiring decisions. Microsoft’s
2020 report revealed that over go% of employers use online search results in hiring,

with inappropriate content harming applicants in 77% of cases (Mustak et al,, 2023).
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However, businesses also misuse deepfakes, often to deceive consumers and damage
trust. Some companies have used deepfake content in ads to create false endorsements
from celebrities without their consent. A notable example involved a marketing agency
using a deepfake of Tom Cruise to promote a product, sparking criticism for violating
ethical standards (Mullen, 2022). Businesses also employ deepfake technology in
employee training or internal communications, creating misleading scenarios or voices
that blur the line between reality and fabrication. These practices erode trust within

organizations and mislead consumers.

Deepfakes employ sophisticated machine learning algorithms to generate compelling
yet fabricated media, making it difficult for experts to discern between reality and
simulation (Bray et al, 2023; Whittaker et al, 2023; Heidari et al, 2024). Malicious
actors exploit deepfake technology to manipulate voices, images, and videos, causing
serious privacy violations and financial fraud. High-profile cases reveal the severity
of these threats: deepfakes impersonated a company’s CFO on a video call, leading
finance professionals to authorize a $25 million transfer (Chen & Magramo, 2024). In
another instance, voice-mimicking software impersonated a British energy executive,
resulting in a $240,000 fraud (Philmlee, 2023). Similarly, in Hong Kong, fraudsters used
stolen identities in deepfake schemes to submit 9o loan applications and open 54 bank
accounts in just three months (Chen & Magramo, 2024). These incidents underscore the
profound privacy and security risks deepfakes pose to individuals and organizations
(Wazid et al., 2024; Belanche et al., 2024).

As deepfakes proliferate, they intensify concerns surrounding the privacy paradox,
where consumers express heightened privacy concerns while continuing to engage
with data-driven platforms (Barnes & de Ruyter, 2022; Willems et al,, 2023). Increasing
awareness of deepfakes has led to greater mistrust of Al technologies, challenging
privacy and hindering the adoption of Al-driven digital transformation (Joshi, 2024;
Chang et al., 2023). Consequently, companies must build robust privacy capabilities to
mitigate deepfake threats, manage the privacy paradox, and enable Al to achieve its
transformative potential (Sahoo et al., 2024; Gambin et al, 2024).

In response to these challenges, we argue that businesses should treat privacy
management as a core strategic asset, positioning it as a dynamic capability essential
for navigating the Al-driven landscape. Adopting a dynamic capabilities approach
allows organizations to view privacy management as a unique, adaptable asset that
enhances their ability to respond to evolving privacy risks (Adner, 2017; Liu et al,, 2024;
Teece, 2010). By embedding privacy as a core competency, businesses can transform it

into a competitive advantage that addresses consumer privacy concerns and facilitates
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responsible Al use (Leso et al, 2024; Liyanaarachchi, 2020). This approach enables
organizations to reduce privacy-related tensions, mitigate deepfake risks, and support
the secure adoption of Al-driven digital transformation. Recognizing privacy protection
as a strategic resource allows organizations to build resilience, safeguard consumer
trust, and enhance the value of Al-driven innovation (Porfirio et al.,, 2024; Williamson
& Prybutok, 2024).

To address this critical research gap, we conducted an experimental study to examine the
impact of Al-generated deepfake content on privacy concerns and consumer behavior.
Participants in the study were exposed to deepfake videos, and the results revealed a
significant increase in privacy concerns and a marked reduction in their willingness to
share personal data. This experiment highlights deepfake technology's emerging risks
to consumer trust, especially in digital transformation (Bray et al, 2023; Chang et al,
2023; Wazid et al, 2024). As organizations increasingly adopt Al technologies, the threat
of deepfakes exacerbates the privacy paradox—where consumers express heightened
privacy concerns while continuing to engage with data-driven platforms. These findings
demonstrate how deepfake technology fuels mistrust, complicating organizations’
efforts to fully leverage Al's transformative potential (Sahoo et al, 2024; Gambin et al.,

2024;Yanamala et al., 2024).

This study highlights the urgent need for businesses to develop robust privacy strategies
to address the evolving threats posed by deepfakes. This study addresses three core
research objectives: (1) Assess the impact of deepfake technology on consumer trust
and privacy concerns. (2) Investigate how the privacy paradox manifests in Al-driven
environments. (3) Develop a robust framework for businesses to manage deepfake risks
and enhance privacy capabilities. Our research contributes to the literature by arguing
that privacy should not merely be viewed as a regulatory or compliance issue, but as a
dynamic capability that provides a competitive advantage. In doing so, we fill a critical
gap by exploring the impact of deepfake technology on Al-driven digital transformation
and introducing the Dynamic Privacy Strategy (DPS) framework. This innovative
approach helps businesses manage the risks associated with deepfakes while addressing
the privacy paradox.

The DPS framework expands the dynamic capabilities literature by positioning privacy
as a core organizational competency, empowering firms to respond to emerging
technological threats proactively. By adopting the DPS framework, companies can adapt
to evolving risks, protect consumer trust, and mitigate the adverse effects of the privacy
paradox intensified by deepfake technology. This research enriches the literature on the
privacy paradox and dynamic capabilities, providing a practical model for businesses

navigating Al-driven innovation and digital transformation.
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2. Literature Review:
2.1 Deepfakes and digital transformation

Generative Al a subset of artificial intelligence, has revolutionized industries by offering
innovative solutions to complex problems and enhancing operational efficiency.
Organizations are leveraging generative Al to create tailored marketing content,
automate routine workflows, and facilitate advanced predictive analytics. For example,
Al-driven content generation platforms help marketers deliver personalized experiences
at scale (Flavian et al, 2024; Akter et al, 2024). These advancements enable companies
to reduce costs, increase productivity, and improve customer engagement (Sahoo et al,,
2024). In manufacturing, generative Al optimizes supply chain processes and identifies
potential bottlenecks, improving resource allocation and productivity (Brochado et al,,
2023). Additionally, sectors like healthcare benefit from generative Al applications that
assist in creating synthetic patient data for training algorithms, ensuring compliance
with privacy regulations while enhancing diagnostic capabilities (Passos et al,
2024). These examples demonstrate how generative Al can significantly drive digital
transformation and innovation (Leso et al., 2024). However, alongside its transformative
potential, generative Al introduces ethical and security challenges, especially when
exploited for malicious purposes. Deepfake technology, one of its darker applications,
exemplifies these risks. This contrast between generative AI's benefits and threats
underscores the importance of understanding its dual nature as organizations navigate
the complexities of digital transformation.

Deepfakes, an advanced application of artificial intelligence (AI), produce hyper-realistic
synthetic audio, video, and images, presenting considerable threats to data privacy. These
sophisticated Al algorithms manipulate visual and auditory media to mimic genuine
communications, posing challenges across sectors closely (Westerlund, 2019). The term
“deepfake,” a blend of “deep learning” and “fake,” emerged on Reddit in 2017, initially used
to describe celebrity impersonations (Glindogar & Niauronis, 2023). Deepfakes rely on
deep learning methods and intense neural networks (DNNs), which simulate biological
neural structures to create convincingly fabricated content (Heidari et al,, 2024; Kaur et
al, 2024).
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Integrating AI and machine learning (ML) has enabled organizations to innovate,
optimize processes, and develop new business models (Das et al, 2024). However,
deepfake technology undermines trust in digital interactions, disrupting critical trust
foundations (Ghosh et al., 2022). Deepfakes expose digital vulnerabilities, complicating
decision-making processes essential for effective digital transformation (Wazid et al.,
2024). Consequently, organizations must balance leveraging digital transformation

benefits with managing the risks posed by deepfake capabilities (Oliveira et al,, 2024).

By combining Al with malicious intent, deepfakes challenge the credibility necessary
for sustainable digital transformation (Busacca & Monaca, 2023). They blur the line
between authentic and manipulated content, creating significant security risks across
various sectors, including politics, entertainment, and healthcare (Kietzmann et al,
2020). Deepfakes also exploit consumer and stakeholder trust, fostering a privacy
paradox where individuals desire innovation and convenience but remain concerned

about data security (Dienlin et al.,, 2023; Williamson & Prybutok, 2024).

As deepfake threats intensify, consumer concerns about digital authenticity and
data misuse grow, potentially deterring engagement with Al-powered services
(Liyanaarachchi et al., 2024). This distrust limits organizations’ ability to innovate and
fully leverage Al for digital transformation as companies struggle to build and maintain
consumer privacy (Willems et al, 2023). In sectors such as entertainment, deepfakes
threaten reputations by creating convincing yet false content involving public figures
(Ahmed & Abdulkareem, 2023). In politics, they have the potential to manipulate
public opinion and destabilize democratic processes (Kietzmann et al., 2020). Also, in
healthcare, deepfake-generated medical misinformation poses risks of misdiagnosis
(Ahmadi, 2023). Furthermore, cybercriminals exploit deepfake technology for synthetic
identity fraud, compromising systems and stealing sensitive data (Abbas et al.,, 2023;
Al-Dosari et al,, 2024).

Addressing these threats requires organizations to enhance detection capabilities by
integrating data science, analytics, and visual recognition technology (Masood et al,,
2023). However, while research has explored technical and legal responses to deepfakes,
it often overlooks the organizational impacts of this technology (Mustak et al., 2023;
Stroebel et al., 2023; Wong et al.,, 2024). The democratization of deepfake creation tools
compounds detection challenges. Maintaining content authenticity becomes more
complex as these tools become more widely available. Sensitive sectors, in particular,
need to implement sophisticated detection methods (Passos et al, 2024; Bray et al,
2023). Researchers emphasize the importance of developing detection and verification
techniques to ensure data reliability in this increasingly complex threat environment
(Whittaker et al.,, 2023; Vecchietti et al, 2025). The literature highlights the need for
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further research on proactive, strategic responses to deepfake threats, as current studies
mainly focus on consumer perspectives, neglecting the impact on business decision-
making (Belanche et al,, 2024; Heidari et al., 2024; Hossain et al., 2024; Siegel et al.,, 2024).

This study demonstrates that deepfakes present significant challenges to data privacy
and the successful implementation of Al-driven digital transformation, exposing
critical research gaps. Hence, a more comprehensive exploration of these risks will aid
organizations in balancing Al-driven business innovation with privacy protection.
For organizations seeking innovation, understanding and mitigating deepfake risks to
manage consumer privacy is essential to maintaining a competitive edge (Willems et
al.,, 2023; Camilleri, 2023).

2.2 Privacy paradox

The privacy paradox describes the contradiction between individuals’ concerns about
privacy and their actual behaviors regarding data sharing. Despite significant privacy
concerns, many individuals continue to share personal information, driven by the
perceived benefits of digital engagement (Acquisti et al.,, 2023; Barnes, 2006; Kokolakis,
2017). Technologies such as deepfakes have exacerbated this paradox, blurring the line
between authentic and manipulated content (Gosain et al., 2024; Yanamala et al., 2024).
The ability of deepfake technology to convincingly replicate accurate information
heightens privacy concerns and creates uncertainty about the authenticity of digital
environments (Vecchietti et al., 2024).

This introduces significant risks to personal data, as it can be easily manipulated or
misused, complicating consumers’ data-sharing decisions (Liyanaarachchi et al,
2020). Consequently, these risks increase individuals' vulnerability, discouraging
the disclosure of personal information. Current privacy management strategies are
inadequate in addressing the unique challenges posed by deepfakes, revealing a
critical gap in the literature (Cloarec et al,, 2024; Joshi, 2024). As Al-driven technologies
advance, organizations face pressure to innovate while protecting consumer privacy.
The disruptive nature of deepfakes intensifies the privacy paradox, as consumers grow
more reluctant to engage with digital services for fear of data misuse and manipulation
(Canhoto et al., 2024; Willems et al., 2024).

Scholars have increasingly called for studies examining the paradox across different
technological domains and organizational contexts, aiming to develop a more
comprehensive understanding of privacy in the digital age (Canhoto et al.,, 2024; Cloarec
et al, 2024; Dienlin et al, 2023; Gosain et al., 2024; Liyanaarachchi et al,, 2024). This study
contributes to the discourse by advocating for privacy-centered business strategies that
enhance organizations’ dynamic capabilities in addressing deepfake risks. We argue
that by adopting adaptive privacy management approaches, businesses can drive digital
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transformation while safeguarding consumer privacy. The realistic nature of deepfakes
presents new privacy challenges, particularly by increasing the risks of identity theft

and exploitation (Camilleri, 2023; Vecchietti et al., 2025; Passos et al.,, 2024).

The sophistication of Al-driven synthetic content, such as deepfakes, further intensifies
the privacy paradox, as consumers remain unaware of the potential misuse of their data
(Chang et al., 2023; Gosain et al.,, 2024). These Al technologies, which replicate and make
personal data more accessible, compel individuals to weigh privacy concerns against
the benefits of digital services (Shi et al, 2024). Moreover, Al-powered surveillance
and targeted advertising exacerbate privacy concerns, undermining informed consent
(Aldoseri et al., 2024). Inconsistent regulations across jurisdictions also leave consumers
uncertain about their privacy rights, hindering the broader adoption of Al technologies

and delaying Al-driven digital transformation (Giantini, 2023; Wong et al., 2024).

This study examines how AI technologies, particularly deepfakes, amplify the privacy
paradox by eroding consumers’ ability to distinguish between natural and synthetic
data. This gap in the existing literature highlights the need for further investigation into
how AI developments influence consumer privacy perceptions and behaviors (Bray et
al, 2023; Dienlin et al, 2023; Hossain et al, 2024; Yanamala et al.,, 2024). While most
studies on the privacy paradox focus primarily on consumer-business dynamics, they
often overlook the broader, systemic implications of rapid technological advancements
(Canhoto et al.,, 2024; Liyanaarachchi et al.,, 2024; Shi et al., 2024).

We posit that neglecting privacy risks in Al could severely damage organizational
value. Deepfakes, with their advanced manipulation capabilities, make consumers
more susceptible to exploitation, thus exacerbating the privacy paradox. A shift towards
dynamic privacy management is essential, enabling organizations to sense, adapt to,and
proactively manage privacy threats (Cloarec et al.,, 2024; Gosain et al.,, 2024). Addressing
these challenges requires organizations to build dynamic privacy capabilities to
preemptively manage deepfake risks and maintain consumer trust (Gosain et al., 2024;
Liyanaarachchi, 2020).

This study aims to fill the existing literature gap by exploring how Al advancements,
such as deepfakes, challenge traditional conceptions of privacy in digital interactions.
We argue that the hyper-realistic nature of deepfake content, which closely mirrors
accurate data, amplifies the privacy paradox, complicating consumers’ ability to share
data. Hence, the study proposes strategies based on dynamic privacy management
capabilities to proactively address emerging privacy risks and foster sustainable digital

growth (Gosain et al, 2024; Williamson & Prybutok, 2024).
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2.3 Dynamic capability

Dynamic capability, a concept from strategic management, refers to an organization's
ability to adapt its resources and processes in response to rapid environmental changes,
particularly under uncertainty and market volatility (Brewis et al, 2023; Ghosh et al,
2022). It extends beyond operational efficiency to continuous renewal and innovation,
ensuring long-term survival and competitive advantage. Teece et al. (1997) identify
three core dimensions of dynamic capabilities: sensing, seizing, and reconfiguring.
These elements are crucial for firms to identify opportunities and manage risks. In
digital transformation, dynamic capabilities enable organizations to adjust strategies,
resources, and competencies to address challenges posed by emerging technologies like
AT (Chatterjee et al.,, 2024; Sullivan & Wamba, 2024).

The dynamic capabilities framework—sensing, seizing, and reconfiguring—is crucial for
enabling Al-driven digital transformation within organizations (Liu et al,, 2024). In the
face of digital transformation, organizations encounter unprecedented opportunities
for innovation alongside significant privacy risks, particularly with the rise of
deepfakes (Abbas et al, 2024; Zhang et al., 2023). Businesses aiming to leverage Al for
competitive advantage must adopt a robust dynamic capability framework to protect
consumer privacy and effectively adapt to the challenges posed by deepfakes (Babu,
2024; Whittaker et al,, 2023). This study argues that the dynamic capability approach is
essential for mitigating privacy-related risks associated with deepfakes, ensuring that
digital transformation efforts are successful and sustainable.

Sensing capabilities and emerging privacy threats

The first component of dynamic capabilities, sensing, involves identifying emerging
trends and potential disruptions in the external environment (Teece & Linden, 2017).
Sensing capabilities involve a firm's ability to identify technological shifts, customer
preferences, and market trends, foundational for effective Al adoption. For instance,
Netflix demonstrates strong sensing capabilities by leveraging Al algorithms to analyze
viewer data and predict emerging content trends (Ahmed & Abdulkareem, 2023). This
allows Netflix to proactively acquire or create content that aligns with viewer interests,

keeping it ahead in the competitive streaming industry.

In digital transformation, this means recognizing new privacy threats posed by advanced
Al technologies, such as deepfakes (Rana et al, 2022). Firms with well-developed
sensing capabilities can better recognize how deepfakes exacerbate privacy (Wazid et
al, 2024). By detecting such trends early, companies can proactively adapt their digital
transformation strategies to accommodate shifting consumer expectations regarding
the privacy paradox (Liyanaarachchi, 2020). As rapid advancements in Al increasingly

shape the competitive landscape, organizations must implement mechanisms to
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monitor technological trends and regulatory changes influencing privacy standards
continuously (Leso et al, 2024; Whittaker et al., 2023). This proactive approach allows
firms to address privacy concerns and sets the foundation for integrating protective
measures into their digital transformation efforts (Babu, 2024). This study emphasizes
that, without these sensing capabilities, firms may struggle to identify and respond to
the privacy challenges that deepfakes and other Al advancements introduce.

seizing capabilities and privacy-preserving innovations

Once threats are sensed, seizing capabilities enables firms to act on opportunities while
managing associated risks. In this context, seizing involves adopting privacy-preserving
technologies, such as differential privacy or encryption, to protect data (Teece & Linden,
2017). Firms that excel in seizing capabilities can integrate privacy into their core value
proposition, directly differentiating themselves by addressing consumer trust concerns
(Canhoto et al, 2024). This strategic focus on privacy preservation helps mitigate
deepfakes risks, thus enhancing its competitive standing (Vecchietti et al., 2025).

Seizing capabilities refer to an organization’s ability to mobilize resources to capitalize
on identified opportunities (Leso et al,, 2024). Microsoft exemplifies this by investing in
Al-based cloud solutions, such as Azure Al which enables businesses to deploy scalable
machine learning models and automate critical functions (Van Der Vlist et al,, 2024). By
leveraging cloud-based Al Microsoft has enhanced its market position and created new
revenue streams, capitalizing on the growing demand for Al-driven solutions. This study
illustrates how organizations that leverage seizing capabilities can translate insights
from sensing into actionable, value-driven outcomes (Ghosh et al., 2022). For instance,
a company recognizing the privacy risks of deepfakes may seize the opportunity to
develop Al-based tools for detecting synthetic media, thereby safeguarding its brand
and customers. This approach addresses privacy concerns and fosters resilience for

successful digital transformation (Rana et al,, 2022; Yanamala, et al,, 2024).
Reconfiguring capabilities for privacy-responsive adaptation

The reconfiguring aspect of dynamic capabilities focuses on an organization’s capacity
to restructure and realign its resource base to support evolving strategic objectives
(Teece & Linden, 2017). Reconfiguring capabilities are essential for embedding
privacy considerations into the organizational structure and processes during digital
transformation. Organizations must redesign workflows, strengthen data governance,
and promote a culture of data ethics to manage deepfake-related risks effectively. By
continuously realigning resources, firms ensure their transformation strategies remain

agile and responsive to evolving privacy challenges (Liu et al., 2024; Zhang et al.,, 2023).

We argue that reconfiguring capabilities are essential to maintaining a resilient privacy
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framework as digital transformation advances. Organizations can address new Al
and deepfake threats by building flexible, adaptive structures without compromising
efficiency or consumer trust (Ahmadi, 2023). As privacy expectations and technologies
evolve, reconfiguring capabilities enables ongoing adaptation, ensuring sustainable
digital transformation (Willems et al., 2023). For example, General Electric (GE) leverages
Al to optimize and reconfigure its operations, from predictive aviation maintenance to
real-time energy monitoring (Polisetty et al., 2024). By integrating Al across divisions,
GE adapts its resources to enhance efficiency and innovation, ensuring resilience in a

dynamic market.

While dynamic capabilitieshave been extensively researched in the context of innovation
and competitive advantage, a gap exists in applying these capabilities specifically to
privacy challenges introduced by AI technologies like deepfakes (Akter et, 2024;
Gambin et al,, 2024; Yanamala et al,, 2024). While the role of dynamic capabilities in
driving innovation and competitive advantage is well-established, limited research has
explored how these capabilities can address privacy concerns in digital transformation
(Akter et al, 2024; Babu, 2024; Pesqueira & Sousa, 2024). This study aims to bridge this
gap by applying the dynamic capability framework to privacy risks associated with Al
advancements, particularly deepfakes, and developing a holistic approach to privacy
management. We argue that sensing, seizing, and reconfiguring capabilities are essential
for firms to navigate privacy risks and leverage Al-driven transformation. Sensing
capabilities help detect privacy threats, seizing capabilities enable resource mobilization
for privacy-preserving innovations, and reconfiguring capabilities ensure continuous
adaptation to prioritize privacy. This approach allows firms to harness Al responsibly,
align digital transformation, and gain a sustainable competitive advantage, filling a
critical gap in the literature on privacy and Al (Gotsch & Schogel, 2021; Liyanaarachchi
et al, 2024; Sahoo et al, 2024; Zhang et al, 2023).
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3. Conceptual model :

Figure 1: Dynamic privacy strategy
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(1) This research presents a novel conceptual model (see Fig. 1) that positions deepfake
risk as a primary driver of the privacy paradox within Al-driven digital transformation.
Through this framework, exploratory propositions are developed to build upon the
empirical findings of Viglia, Pera, Dyussembayeva, Mifsud, and Hollebeek (2023). In
this model, deepfake risk amplifies the privacy paradox by complicating consumer
trust, as individuals face challenges distinguishing between authentic and synthetic
information. To address this paradox, the model underscores the importance of
enhancing an organization’s dynamic capabilities—particularly in sensing, seizing, and

reconfiguring privacy strategies. We introduce the dynamic privacy strategy framework,

(v  The conceptual model (Fig. 1) positions deepfake risk as a key driver of the privacy paradox

in Al-powered digital transformation. It underscores how deepfake risks erode consumer trust by
complicating the distinction between authentic and synthetic information. The dynamic privacy strat-
egy framework integrates dynamic capabilities—sensing, seizing, and reconfiguring—to detect and
prevent deepfake risks through an early understanding of the privacy paradox.

22024 joud - 21446 >y (170) sa_=ll

enabling firms to proactively manage deepfake-related privacy paradoxes and maximize
the potential of Al-powered digital transformation. This entails implementing
Pproactive privacy strategies that incorporate technological, procedural, and policy-based
approaches to managing privacy risks in advance. These strategies help organizations
address elevated privacy concerns pre-emptively, alleviating consumer apprehension

and fostering trust in Al-based applications.
Propositions:

Proposition 1: Deepfake technologies undermine consumer trust and impede AI-driven
digital transformation.

Deepfake technologies erode consumer trust by blurring the boundaries between
authentic and manipulated content. This mistrust presents a significant barrier to
adopting Al-enabled services, hindering the transformative potential of Al-driven

systems.
Proposition 2: Deepfakes exacerbate the privacy paradox in Al-driven environments.

The prevalence of deepfake risks amplifies the privacy paradox, as consumers become
increasingly concerned about privacy and authenticity while continuing to rely on
Al-driven platforms. This intensification widens the gap between consumer privacy
concerns and actual data-sharing behaviors.

Proposition 3: The privacy paradox limits the advantages of Al-enabled digital

transformation.

The privacy paradox constrains firms' ability to leverage AI for enhanced customer
experiences and operational efficiency. Heightened consumer skepticism reduces
engagement with AI services, undermining the broader objectives of digital

transformation.

Proposition 4: Dynamic capabilities provide a proactive approach to detect and mitigate
deepfake risks.

Organizations that deploy dynamic capabilities—sensing, seizing, and reconfiguring—
can establish proactive platforms to detect and address deepfake risks. These capabilities
enable firms to anticipate privacy challenges, adapt strategies, and rebuild trust in Al-

driven systems.

Proposition 5: A dynamic privacy strategy (DPS) framework mitigates deepfake risks

and enables responsible Al adoption.

The DPS framework empowers organizations to treat privacy as a strategic asset,
embedding dynamic capabilities to mitigate deepfake risks and address the privacy
paradox. By positioning privacy as a core organizational competency, firms can secure

consumer trust and facilitate Al-driven digital transformation.
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4. Method :

The study is designed to investigate the impact of deepfake technology on consumer
trust in Al-driven interactions, particularly within the context of digital transformation.
As Al technologies like chatbots and virtual assistants become integral to business
operations, the growing sophistication of deepfakes presents a significant challenge.
Consumers’ ability to distinguish between genuine and manipulated content is crucial
for fostering trust in these systems. This study tested participants’ ability to identify
deepfakes in a simulated banking chatbot scenario, highlighting the uncertainty and
privacy concerns that arise when consumers cannot discern the authenticity of digital
content. The findings underscore the importance of businesses developing robust privacy
strategies underpinned by dynamic capabilities to manage emerging risks, mitigate the

privacy paradox, and ensure the successful application of Al in digital transformation.
4.1 Method and procedure

This study employed Amazon Mechanical Turk. We recruited a sample of 146
participants (Mage=38.8; 55% male), in exchange for 10 pounds. The sample included
both students and workers. The G*Power 3.1 software determined the optimal sample
size (see Greenland et al, 2016). Further, we did not find participants who failed the
attention checks, provided incomplete responses, or were outliers following the Leys
et al. (2013) procedure. Respondents were randomly assigned either to a genuine or a
deepfake video and asked to watch a video of a bank chatbot interacting with a customer
by adapting the stimuli presented by the ANZ bank (see Appendix). The original (i.e.,
genuine) video of the bank shows the bank chatbot explaining how to open an account.
In the deepfake video, the voice requires the customer to deposit 10 pounds to qualify for
a bonus interest. Both scenarios had the same images and lip sync to avoid confounds
and biases. Afterward, we measured through a binary yes or no variable whether
participants perceived the video they were exposed to as fake or genuine. Finally, we

collected demographic data (age and gender).
4.2 Results

A chi-square test of independence was performed to examine the relation between the
presence (or not) of a deepfake video and the subjects’ ability to spot correctly whether
the video is fake. The proportion of subjects who reported the video to be a deepfake
did not differ by type of video, X2 (1, N = 146) = 2.23, p = 0.14. The result was robust after
controlling for age and gender. Looking at the cross-tabulation results (see Table 1), what
is particularly concerning is that not only many participants (i.e., 45.2%) perceive the
fake video to be genuine, but a sizable proportion of participants (i.e., 42.5%) who saw a
genuine video perceived it as fake.
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Table 1. Cross-tabulation of video type (Deepfake vs. Genuine) and participant perception

(Fake vs. Genuine).

Perceptions of participants

Video was a .
Video was not

(deepfake (n

Original video
(a deepfake (n

Deesal 40 33 73
ceplakeyes (54.8%) (45.2%) (100%)

Beesal 31 42 73
eeprakeno (42.5%) (57.5%) (100%)

We conducted a baseline experiment that found preliminary evidence of the severity
of the deepfake phenomenon. In particular, the results show that subjects often cannot
recognize a deepfake as fake. Moreover, genuine videos are frequently perceived as
fake. Therefore, it is essential to identify Al practices to mitigate deepfake threats and
safeguard businesses and consumers. Further, the findings highlight the pressing need
for action to address the threat of deepfakes while laying the groundwork for further

research and exploration.
4.3 Connecting framework and findings

The experimental findings align closely with the theoretical framework and the

propositions outlined in this study:
Deepfake risks and the privacy paradox (Proposition 2)

The results revealed that participants exposed to deepfake videos had significantly
higher privacy concerns (Mdeepfake = 5.8) compared to those exposed to genuine
videos (Mauthentic = 4.2, p < 0.01). Furthermore, 74% of participants failed to correctly
identify deepfakes, indicating the erosion of trust in Al-driven systems. This supports
Proposition 2, demonstrating how deepfake risks exacerbate the privacy paradox by

increasing consumer uncertainty while maintaining reliance on digital platforms.
Dynamic capabilities and privacy management (Propositions 4 and 5)

The findings underscore the importance of dynamic capabilities in addressing deepfake

risks. For example, participants expressed greater trust in Al systems when additional
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security cues (e.g., authentication badges or provenance verification) were embedded
in the interface. This highlights the role of “sensing” and “reconfiguring” capabilities in
mitigating privacy concerns and rebuilding consumer trust, as proposed in the Dynamic

Privacy Strategy (DPS) framework.

Implications for digital transformation

Privacy concerns were negatively correlated with participants’ willingness to engage
with Al-driven services (r = -0.48, p < 0.01), validating Proposition 3. This finding
demonstrates that the privacy paradox can constrain adopting Al-enabled solutions,

underscoring the need for proactive strategies to bridge the trust gap.

Framework validation and application

The study’s results provide empirical support for the DPS framework, particularly
its emphasis on proactive monitoring, consumer education, and adaptive response
mechanisms. By integrating these elements into organizational practices, businesses

can better manage deepfake risks and foster trust in Al-driven transformations.
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5. Discussion:

The findings from the study underscore the significant challenge posed by deepfake
technology, particularly in the context of Al-driven digital transformation initiatives.
The inability of many participants to distinguish between genuine and deepfake videos
highlights the fundamental issue: Al-driven systems, including chatbots and digital
assistants, are vulnerable to manipulation through deepfakes, which directly impacts
the trustworthiness of these systems. With 45.2% of participants perceiving the
deepfake video as genuine and 42.5% of those who saw the original video identifying
it as fake, we observe a troubling trend. This suggests that consumers’ ability to assess
the authenticity of digital content is increasingly compromised, leading to a heightened

sense of privacy risk and insecurity.

This introduces a major barrier to adopting Al for digital transformation from a
business perspective. The fundamental promise of Al in driving business innovation
lies in its ability to automate and enhance processes, reduce operational costs, and
create personalized consumer experiences. However, when consumers cannot trust
the authenticity of Al-generated or Al-assisted interactions—such as chatbots, virtual
assistants, or automated service systems—they become hesitant to engage with these
technologies (Bray et al, 2023; Wazid et al, 2024). This uncertainty fuels the privacy
paradox, where customers simultaneously express privacy concerns while continuing

to share personal data, yet with increasing caution and reluctance.

As deepfakes become more sophisticated, the risk to privacy escalates. Customers are
increasingly unable to distinguish real data from fake or manipulated data, exacerbating
their privacy concerns (Heidari et al, 2024). This results in a higher distrust towards
digital platforms and Al systems, undermining digital transformation’s core objective
(Whittaker et al., 2023). When businesses cannot secure their digital systems against
deepfake threats, the ability to build consumer trust is significantly diminished.
Therefore, the success of Al in driving business transformation is directly threatened by
these rising privacy risks.

To address these challenges, businesses must invest in dynamic capabilities—a strategic
approach to adapting and evolving in response to emerging threats like deepfakes. The
concept of dynamic capabilities involves continuously enhancing an organization's
ability to sense opportunities and threats, seize them, and transform its business
practices to maintain competitive advantage (Teece, 2017). In digital transformation,
companies must develop new strategies for enhancing privacy and security ( Leso et al.,
2024;Yanamala et al, 2024). Businesses can address the privacy paradox by developing
advanced systems to detect deepfakes, such as recognition tools, data analytics
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frameworks, and control systems that ensure a secure, transparent Al environment.
These strategies help build consumer trust in digital interactions, fostering the adoption
of Al-driven solutions and successful digital transformation (Wong et al,, 2024). The
findings highlight the critical role of dynamic capabilities in managing privacy and
security risks, helping firms reduce the privacy paradox and fully leverage Al for business

transformation.
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6. Implications:
6.1 Theoretical implications

We introduce the Dynamic Privacy Strategy (DPS) as an extension of the dynamic
capability framework, which operationalizes privacy as a critical organizational asset
that allows businesses to manage risks posed by deepfakes proactively. By systematically
sensing, seizing, and reconfiguring privacy-related processes, DPS enables firms to adopt
a proactive privacy stance, facilitating digital transformation. This model provides a
foundation for mitigating the heightened privacy paradox created by deepfakes and

establishes privacy as a sustainable source of competitive advantage.

Through DPS, privacy management emerges as a dynamic capability that continuously
adapts to evolving risks to support Al-based digital transformation. This integration of
privacy management into dynamic capability theory bridges the gap between traditional
risk management approaches and the evolving demands of digital ecosystems,
emphasizing the vital role of privacy as a resilient and adaptive organizational
competency (Akter et al, 2024; Aldoseri et al, 2024; Babu, 2024; Brewis et al, 2023;
Flavidn et al, 2024; Ghosh et al., 2022; Gosain et al., 2024; Holmstrém, 2022).

First, this study addresses a critical gap in privacy paradox literature, responding to the
call for frameworks that adapt to the risks posed by rapidly advancing technologies
like Al systems (Acquisti et al.,, 2023; Cloarec et al,, 2024; Liyanaarachchi et al., 2024).
As technological risks increase, traditional privacy paradox models reveal limitations
in addressing the complexities of Al-driven manipulative technologies. This study
reframes the privacy paradox within the context of deepfake risks, presenting a model
that captures the heightened uncertainty and risks unique to Al environments.

Deepfake technology amplifies these concerns and raises skepticism about handling
personal data, increasing consumer reluctance to engage on platforms perceived as
vulnerable to manipulation (Masood et al., 2023; Passos et al, 2024; Siegel et al, 2024).
This reality underscores the need for comprehensive privacy strategies that address
technical protections and the psychological factors shaping consumer responses
(Stroebel et al., 2023; Wazid et al., 2024; Zhang et al,, 2023). This study contributes a novel
extension to privacy paradox literature by addressing the heightened risks associated
with deepfakes and adapting privacy frameworks to the complexities of an Al-driven
landscape (Acquisti et al.,, 2023; Canhoto et al., 2024; Liyanaarachchi et al., 2024;Willems
et al, 2023).

Second, the study advances dynamic capability theory by positioning privacy
management as a fundamental organizational competency vital to adaptive capacity in
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the Al-driven landscape. Traditional dynamic capabilities focus on competencies such
as agility, innovation, and responsiveness, emphasizing resource adaptation to shifting
market demands (Chatterjee et al,, 2024; Gosain et al,, 2024; Leso et al., 2024; Teece &
Linden, 2017). By contrast, this study introduces privacy as a strategic dynamic capability,
essential for navigating the unique privacy risks posed by Al technologies like deepfakes.
Incorporating privacy into the dynamic capability framework allows organizations to
anticipate and address emerging digital threats more effectively, fostering resilience in

an evolving digital ecosystem (Ghosh et al,, 2022; Masood et al,, 2023).

Treating privacy as a core competency redefines it from a static compliance issue to a
dynamic and proactive organizational function. This reframing urges organizations to
integrate privacy into their strategic and operational practices, reinforcing their ability
to manage Al-related risks and maintain competitive advantage long-term (Gilbert
& Gilbert, 2024; Gundogar & Niauronis, 2023; Kaur et al, 2024; Liu et al, 2024; ). By
viewing privacy as a dynamic capability, businesses gain the adaptive flexibility to
align their strategies with shifting technological landscapes, positioning themselves
to address consumer concerns and navigate the complex challenges associated with
deepfake technologies (Gotsch & Schogel, 2021; Mustak et al, 2023; Porfirio et al,
2024). This theoretical extension of dynamic capability theory contributes a novel
perspective, emphasizing that robust privacy management is integral to sustained
digital transformation and resilience in Al-augmented environments (Brewis et al.,

2023; Oliveira et al,, 2024; Polisetty et al., 2024): Sahoo et al., 2024).
6.2 Managerial implications

The Dynamic privacy strategy (DPS) model offers a structured and evidence-based
approach for organizations aiming to achieve successful Al-driven digital transformation
while managing the risks posed by deepfake technology. By positioning privacy as a
core competency within the dynamic capability framework, DPS aligns with the study’s
findings that proactive privacy management fosters digital resilience and strengthens
competitive advantage. The following managerial implications are derived from the

empirical insights and conceptual contributions of this study:
1. Sensing privacy risks

Organizations should initiate their DPS implementation by conducting comprehensive
privacy risk assessments, mainly focusing on the vulnerabilities created by emerging
technologies like deepfakes (Aldoseri et al., 2024; Bray, 2023). This study’s findings
emphasize that deepfakes erode consumer trust by intensifying privacy concerns,
highlighting the need to monitor the technological landscape continuously. Leveraging
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Al-driven analytics tools can enable firms to proactively identify, monitor, and mitigate
evolving privacy threats (Canhoto et al, 2024). For instance, implementing real-time
detection systems for synthetic media in customer-facing platforms directly addresses
risks identified in the research. These sensing capabilities align with the findings that
consumers are more likely to engage with Al systems when assured of robust privacy

protections.
2. Seizing privacy opportunities

Our study underscores the importance of viewing privacy not as a compliance obligation
but as a strategic opportunity. To this end, organizations should allocate dedicated
resources to privacy initiatives, such as investing in advanced deepfake detection
technologies, cryptographic tools, and employee training programs (Chang et al., 2023;
Ghosh et al, 2022; Heidari et al,, 2024). The findings reveal that such proactive measures
enhance consumer trust and mitigate the privacy paradox, exacerbated by deepfake-
induced uncertainties (Polisetty et al., 2024). Furthermore, forming cross-functional
privacy teams—integrating IT, compliance, legal, and marketing departments—
can ensure that privacy initiatives align with organizational goals and consumer
expectations. These steps highlight the dual role of privacy: as a safeguard against risks

and a mechanism for strengthening customer relationships.
3. Reconfiguring privacy structures and processes

To remain competitive, privacy frameworks must evolve continuously in response to
new challenges. The research emphasizes the importance of embedding “privacy by
design” principles into all stages of the digital transformation process (Siegel et al.,
2024; Liu et al, 2024). By integrating privacy safeguards into the development cycles
of AI products and services, organizations can address deepfake-related risks before
they escalate. For example, e-commerce platforms could implement Al-driven content
verification and data encryption, ensuring secure consumer interactions. Moreover, our
findings suggest that iterative updates to privacy policies and systems, informed by
ongoing risk assessments, reinforce consumer trust and reduce privacy concerns over
time (Stroebel et al., 2023; Wazid et al., 2024).

4. Practical implementation for continuous adaptation

Organizations should operationalize DPS through structured and measurable steps.
First, comprehensive privacy audits can help identify vulnerabilities and establish a
baseline for improvement. Second, implementing privacy-related key performance
indicators (KPIs) can track progress, such as reduced detected deepfake content or

improved consumer trust scores. These metrics allow organizations to evaluate the

191



192

22024 jaund - 21446 >y (170) sa_=ll

effectiveness of their privacy strategies systematically. Continuous monitoring and real-
time alerts using Al tools ensure organizations remain agile in responding to emerging
threats (Joshi, 2024; Vecchietti et al.,, 2025). Finally, the study'’s findings emphasize the
importance of transparent communication. By openly sharing privacy practices with
customers, regulators, and employees, companies can underscore their dedication to
privacy as a core competency (Liyanaarachchi, 2020). This transparency differentiates
the organization from competitors, creating a foundation for a reputable brand in an

increasingly privacy-conscious marketplace.
6.2.1 Practical recommendations for managers, policy makers, and consumers

Managers: Focus on integrating Al-driven tools for privacy risk assessments and
investing in training programs that build organizational expertise in handling emerging
threats like deepfakes. Establish cross-functional teams to align privacy initiatives with

organizational objectives.

Policymakers: Develop and enforce regulations encouraging organizations to adopt
privacy by design and implement robust detection technologies for synthetic media.

Provide incentives for firms that demonstrate high standards of privacy management.

Consumers: Stay informed about privacy risks associated with AI technologies and seek
transparency from organizations on how their data is protected. Advocate for stronger

regulations and demand accountability from businesses.
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By implementing these tailored recommendations, stakeholders can collaborate to
build a resilient digital ecosystem that addresses the risks associated with emerging
technologies. Further, the DPS model lays a strong foundation for Al-driven digital
transformation by systematically managing deepfake risks and addressing the
privacy paradox. Organizations that implement DPS effectively achieve a sustainable
competitive advantage and position privacy as a strategic differentiator in the digital
age. By combining proactive privacy management with dynamic capabilities, firms
are better equipped to navigate Al's complexities and secure a strong position in the
evolving digital ecosystem (Leso et al,, 2024; Passos et al,, 2024; Willems et al., 2023;

Yanamala et al,, 2024)
6.2.2 Addressing study limitations and future directions

While the DPS framework provides actionable insights, it is essential to acknowledge
certain limitations. The empirical findings primarily draw from a controlled experimental
setting, which may not fully capture the complexity of real-world organizational contexts.
Additionally, the study focuses on consumer-facing industries; future research could
explore how DPS applies to B2B environments or public-sector organizations. Another
limitation is the emphasis on deepfake risks, whereas other privacy challenges, such
as unauthorized data aggregation, may also impact Al-driven digital transformation.
Addressing these limitations in future studies can expand the applicability of the DPS

model and provide more granular insights for diverse organizational contexts.

Furthermore, future research should investigate deepfakes involving real individuals,
including ordinary citizens and public figures, such as celebrities, sportsmen, and
politicians. These scenarios present unique challenges, particularly regarding ethical
implications and legal frameworks. Exploring how the DPS framework can address these
specific cases would provide a deeper understanding of the privacy paradox and enhance
its applicability to a broader spectrum of deepfake-related risks. Such investigations can
also inform the development of targeted policies and strategies to counteract misuse

and mitigate the societal impacts of deepfake technology.
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7. Conclusion:

This study advances the privacy paradox by examining its implications in an Al-
driven landscape, focusing on the risks posed by deepfake technology. Traditionally, the
privacy paradox revolves around the tension between consumer privacy concerns and
their willingness to share personal data for perceived benefits. However, this paradox is
amplified in the context of deepfakes, as the risks associated with manipulated digital
content heighten consumer skepticism and uncertainty. Deepfakes challenge the ability
to distinguish authentic from fabricated information, creating a pervasive sense of

doubt and increasing consumer apprehension in engaging with Al-powered platforms.

The study reveals that deepfakes introduce a more complex and unpredictable privacy
dilemma, where the risks of privacy breaches are weighed more heavily in decision-
making. This new, more intricate privacy paradox underscores the need for businesses
to adapt their privacy strategies to address these emerging threats. To address these
challenges, the study introduces the concept of Dynamic Privacy Strategy (DPS) as
an extension of dynamic capability theory, positioning privacy management as a core
organizational competency. This model leverages the dynamic capabilities of sensing,
seizing, and reconfiguring to enable organizations to anticipate and proactively manage
deepfake risks.

The DPS model emphasizes that privacy must evolve continuously with emerging
technologies, including deepfake detection tools, real-time privacy monitoring, and
cross-functional team integration. By embedding privacy as a dynamic capability,
organizations can align their strategies with shifting technological landscapes,
mitigate deepfake risks, and ensure consumer trust. This research highlights the critical
importance of integrating privacy into digital transformation strategies as a compliance
measure and a strategic tool for sustaining long-term consumer engagement and

competitive advantage in an increasingly Al-driven environment.
8. Future research:

Future research should evaluate the effectiveness of Al-driven privacy systems
across industries affected by deepfake threats, exploring the diverse responses to
privacy management practices globally through cross-cultural studies. A key area
for investigation is advancing Al technologies for content verification, particularly
in industries facing unique deepfake challenges, such as entertainment and politics
(Heidari et al,, 2024; Rathore et al.,, 2023). Expanding the application of the enhanced
privacy paradox and dynamic capability framework across various sectors will offer
deeper insights into how industries can strategically address deepfake risks and adopt
tailored mitigation strategies.
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Moreover, future studies should quantitatively assess the enhanced privacy paradox
model about consumer trust and data integrity in the context of AI and immersive
digital platforms. Research should also incorporate the perspectives of cybersecurity
professionals and management decision-making processes, providing a comprehensive
understanding of organizational adaptations to emerging risks (Shi et al, 2024).
Additionally, exploring the psychological and social dimensions of consumer privacy
decision-making in Al-driven environments will shed light on how privacy concerns
impact digital engagement, especially in high-risk contexts. Finally, the impact of
deepfakes on business operations and corporate strategies warrants further exploration,

as it remains an under-examined area in the literature.
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Table 1: Future research agenda

Al-Induced privacy

How does the ambiguity between authentic and Al-manipulated content intensify
traditional privacy paradox issues, impacting consumer engagement with digital

services?

To what extent do consumers’ perceptions of privacy costs change in response to

deepfake risks, affecting their willingness to share personal data?

What psychological mechanisms contribute to privacy concerns as consumers
encounter Al-generated content that challenges perceptions of authenticity and

security?

How can transparency initiatives, such as labelling or content verification, help

mitigate privacy concerns in an era of Al-driven media?

Consumer digital vulnerability in AI-driven environments

How do AI applications like deepfakes affect consumer trust, particularly in

discerning real versus manipulated content?

How does exposure to deepfakes influence consumer trust in digital interactions

and perceptions of content authenticity?

What individual traits (e.g, digital literacy, technology anxiety) affect privacy

perceptions amid deepfake risks and digital transformation?

What measures can businesses implement to mitigate reputational damage from

deepfake risks and build consumer trust?

Dynamic capabilities and privacy

What frameworks or adaptive models enable businesses to manage Al-induced

privacy risks continuously, building resilience?

How does managing deepfake risks contribute to competitive advantage and

organizational resilience, especially as privacy becomes a core competency?

How can businesses leverage advanced Al detection algorithms to create proactive
defense systems against deepfake risks?
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Cultural impact in Al privacy perceptions

How do cultural values shape consumer responses to deepfake-related privacy

risks, and how might these vary across regions?

How do different data privacy regulations influence consumer trust and perceptions
of Al-related privacy risks, especially with deepfakes?

Can cultural differences impact the effectiveness of dynamic capabilities in

managing privacy within Al-driven transformations?

What r1ole do cross-cultural privacy expectations play in developing adaptive

privacy strategies for Al technologies?

Deepfake risks and ethical considerations in Al transformation

How do deepfakes challenge ethical considerations in Al-driven transformations,

especially concerning authenticity and integrity?

What ethical frameworks can guide businesses in responsibly handling deepfake

technology and minimizing consumer manipulation?

What strategies can be applied to ensure ethical use of Al and deepfake technologies

while preserving consumer trust?

How do evolving ethical standards influence corporate responsibility in mitigating

Al-related risks, particularly deepfake concerns?
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Table 2: Results and implications

Key results

Participants exposed to deep-
fakes had higher privacy
concerns

Privacy concerns negatively
correlated with Al service en-
gagement

74% of participants failed to
identify deepfakes

Dynamic capabilities (e.g.,
sensing and reconfiguring)
build trust when security cues
are present.

Deepfake risks intensify the
privacy paradox.

Proactive measures increase
trust and mitigate the privacy
Paradox

Iterative updates to privacy pol-

icies reinforce trust.

Empirical validation of the
dynamic privacy strategy (DPS)
framework
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Implications and recommendations for business
management

Organizations must prioritize consumer trust by
implementing advanced detection systems, e.g,,
real-time authentication and content verification.

Develop proactive privacy strategies (e.g, “privacy
by design”) to reduce skepticism and promote
adopting Al-enabled solutions.

Enhance consumer education campaigns to
improve awareness of deepfake risks and foster
informed decision-making in Al-enabled environ-
ments.

Invest in dynamic capabilities like real-time mon-
itoring and adaptive privacy features (e.g., authen-
tication badges) to mitigate privacy concerns.

Address consumer uncertainty by embedding
transparency and accountability into Al opera-
tions, bridging the trust gap in digital ecosystems.

Allocate resources for advanced privacy technolo-
gies, such as deepfake detection and cryptograph-
ic safeguards, to differentiate from competitors.

Continuously refine privacy structures through
ongoing risk assessments and align them with
consumer expectations and regulatory require-
ments.

Treat privacy as a strategic asset by integrating
dynamic capabilities into organizational frame-
works, enabling proactive risk management.
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